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1
Decision/action requested

An example of a  new key issue is provided. This document is for information only.
2
References

[1]
S3-182322 “Dealing with maliciously behaving devices”
3
Rationale

As explained in the discussion document on maliciously behaving IoT devices, a key issue is proposed to deal with maliciously behaving devices.
4
Detailed proposal

*** Beginning of Change ***

5.#x
Key Issue #x: Dealing with Malicious Applications on the UE

5.#x.1
Introduction

A large number of UEs performing similar actions at the same time can easily lead to a signalling attack on the network. If such an attack persists and isn’t dealt with appropriately it brings a risk for other users of the network. As such, mitigating measures should be designed to protect the networks against such attacks.

For this key issue, it is assumed that the malicious behaviour on the UE is the result of an attacker having access to the application on the UE which it can instruct to make certain requests to the network. An attacker could have obtained this access through the over the top service and could for example instruct the UE to set up dedicated bearers or request access to certain network slices. Such procedures could lead to exhaustion of resources in both the radio and the core network, which would lead to denial of service or service degradation for other users of the network.

An important assumption of this key issue is that the UE part that is responsible for executing the radio instructions and the NAS signalling remains untouched. Also, it is assumed that the USIM is not compromised. 
5.#x.2
Security Threats  

Denial of service due to signalling overload
5.#x.3
Potential security requirements

The 5G network shall be robust against signalling storms
*** End of Change ***

